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The Most Comprehensive ADC Solution
Radware’s ADC solution delivers a complete set of 
availability, acceleration and security service engines that 
are dynamically allocated based on user demand without 
altering network configuration or adding devices. This 
unique architecture accommodates the future growth 
requirements of an enterprise, while offering cost-effective 
scalability and full protection of existing investments.

Radware’s ADC solution has been designed from the 
ground-up to serve both existing and next-generation data 
center initiatives such as virtualization, consolidation, SOA, 
real-time enterprise, business continuity, security, and 
next-generation collaboration services. Radware’s ADC 
solution addresses these needs while reducing complexity 
and cost as it helps enable business agility, efficiency, 
productivity and even business innovation.

On Demand ADC Scalability
Radware’s ADC next-generation hardware platform, 
OnDemand Switch™, delivers on demand breakthrough 
performance and superior throughput and service scalability. 
Thanks to its on demand, “scale-as-you-grow” approach, no 
forklift upgrade is required even when there are new 
business requirements, thus guaranteeing short-term and 
long-term savings on CAPEX and OPEX for full investment 
protection. Radware’s OnDemand Switch enables customers 
to pay for the exact capacity currently required, while 
allowing them to scale their ADC throughput capacity and 
add advanced application-aware services or application 
acceleration services on demand to meet new or changing 
application and infrastructure needs. And, it does it without 
compromising on performance. OnDemand Switch 
represents a paradigm shift in the application delivery 
marketplace by providing customers with a new, cost 
effective and hassle-free upgrade standard, dramatically 
eliminating the risk of forklift upgrades.

Radware Application Delivery Solution 

APSolute Application Delivery Solution Brochure

Radware’s intelligent Application Delivery Controller (ADC) solution, part of its Business-Smart Network solutions offering, 
provides an integrated approach to extract greater value from current investments in existing IT infrastructure. Companies can 
minimize initial investments to run more applications and serve more users through a ‘pay-as-you-grow’ approach while 
eliminating the risk of future forklift upgrades. This industry-first capability allows IT organizations to dynamically allocate 
resources “on demand” to address business needs in real-time. With Radware’s ADC solution they can: eliminate performance 
bottlenecks; ensure high availability of local and global resources; safeguard online applications; deploy new applications rapidly; 
guarantee service level agreements (SLAs) in virtualized environments – and more.
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The Challenges
Business reputation, productivity and profitability depend on 
24X7 business-application and Web site/portal availability. 
The financial implications of downtime and hence lost user 
transactions, due to application/hardware failures or ISP 
outages, can account for up to 3.6% of annual revenues1, 
which roughly equate to about $900,000 for a small to 
medium-sized enterprise and could run into several millions 
of dollars for larger enterprises.

1 “The Costs of Downtime: North American Medium Businesses 2006”, 
Infonetics, 2006

The Solution
Radware’s ADC is the only solution 
which guarantees absolute uptime and 
effective disaster recovery for local and globally 
dispersed applications at all times. This means 
guaranteed transaction completion with a resilient solution 
that performs real-time identification and bypassing of any 
faulty element (such as application failure, server failure, 
server farm failure and even site failure) along the 
transaction path – overcoming known limitations of 
traditional DNS-based global load balancing solutions2. 

High-Availability at the Data Center and Among Distributed Sites

Application Health Monitoring and 
Local Traffic Redirection

Quickly identify and bypass failures at 
any point along the application or 
transaction path by automatically 
redirecting traffic to the best available 
servers and preventing server overload

Global Server Load Balancing 

Provide disaster-proof high-availability at 
multiple data centers as well as improved 
service response time by steering local 
clients to the best data center in terms of 
end-to-end response time

Active-Active or Active-Passive Device 
Redundancy

Prevent application session disruptions 
and eliminate single point of failure in a 
high-availability architecture

Highly-Reliable Platform

Purpose-built, NEBS certified appliance 
delivering high MTBF

Safer Physical-to-Virtual (P2V) 
Application Migration 

Reduce the risk involved in the migration 
of applications to a virtualized environment

Global Cloud-based Services Support

Optimize the amount of virtual machines 
(VMs) across all data centers worldwide

• Eliminate business loss due to 
 IT failures
• Optimize usage of existing applications 
 and server resources while minimizing 
 application response times
• Guarantee highest SLAs as the 
 best server is always serving 
 client requests

• Business continuity and disaster 
 recovery for all users, at any place,
 at all times
• Guarantee highest SLA and best 
 quality of experience (QoE) to users 
 and customers for globally-deployed 
 services

• Guarantee uptime, highest SLA and 
 best QoE to users and customers
• Reduce service interruptions at 
 all cases
• Lower solution Total Cost of 
 Ownership (TCO)

• Guarantee SLA and best QoE to 
 users and customers using 
 virtualized applications

• Enable global capacity on demand

• Perform conditional health checks of 
 the exact resources needed for 
 transaction completion
• Optimize the delivery of a wide range of 
 enterprise applications including SAP, 
 Oracle, BEA, Citrix, VoIP, streaming 
 media (RTSP), Web services and more

• The most advanced global solution 
 delivering a comprehensive set of 
 redirection capabilities for 
 globally-dispersed data centers  and 
 ensuring fastest site failover
• Allows use of global redirection on a 
 per-application basis rather than only a 
 full site/DNS domain

• High MTBF: 120,000-150,000 hours
• Carrier-grade fault tolerance
• Redundant power supply

• Ensure virtualized applications are 
 always available and perform well

• On demand virtual resources allocation 
 across all data centers delivering the 
 best QoE

Feature The APSolute AdvantageBusiness Benefits

2 DNS, Triangulation (US Patent No. 6,249,801), HTTP/HTTPS redirection, RTSP redirection, Client NAT

2 DNS, Triangulation (US Patent No. 6,249,801), HTTP/HTTPS redirection, RTSP redirection, Client NAT



The Challenges

As a result of growing workforce mobility and data center 

consolidation, there is an increased amount of remote 

users who traverse WAN/wireless/cellular networks to 

access mission-critical applications. However, productivity 

and satisfaction levels for these remote users are severely 

hampered by long latencies, protocol “chattiness,” and 

larger transaction volumes. Performance degradation 

translates to an annual loss of ~$260,000, for a 

medium-sized enterprise3, in revenue and productivity.

3 “The Costs of Downtime: North American Medium Businesses 2006”, 
Infonetics, 2006

The Solution

Radware’s ADC solution provides a comprehensive set of 

acceleration tools to improve sluggish performance of all 

Web-based applications across various media types (e.g., 

WAN, wireless, cellular and satellite) while ensuring the 

best service performance levels for all type of users 

(PDAs, wireless, broadband, etc.). Acceleration 

technologies (e.g., SSL acceleration, TCP multiplexing, 

object caching, Web and image compression, TCP 

optimization, wireless TCP, and more) accelerate 

application delivery to guarantee customer satisfaction 

and increase productivity while reducing bandwidth 

consumption and offloading servers without requiring any 

client-side software or hardware. Moreover, bandwidth 

management and traffic shaping capabilities align 

utilization of system resources with business objectives 

to guarantee service levels of time-sensitive and 

mission-critical applications (e.g., CRM application 

obtaining higher priority over e-mail).

Breakthrough Performance at Any Throughput Range

Radware’s ADC next-generation hardware platform, 

OnDemand Switch, delivers unmatched performance in 

0-16 Gbps in terms of throughput capacity. In addition, 

OnDemand Switch provides performance leadership in 

terms of transaction per second (TPS) and response time, 

as validated by The Tolly Group report4. Based on a 

purpose-built, rock-solid architecture, OnDemand Switch 

provides the best application delivery performance at 

every throughput level to support all layer 4-7 network 

requirements. Whenever your network faces heavier traffic 

loads and your business requires higher throughput 

levels, OnDemand Switch still provides the best 

performance at all times.

4 The Tolly Group performance validation report is available at 
http://www.tolly.com/ts/2008/Radware/OnDemand/Tolly208285RADOnDemand.pdf

Accelerate Applications for Best QoE and Improved Productivity

"The deciding factor for Radware was 

its ability to guarantee the absolute 

reliability of our networks and 

fault-free, global access to SAP/R3 

applications.  We did not find any 

other vendor who enables us to 

achieve fail-safe operations while 

ensuring application performance 

and availability."

-  Robert Blattenberger
Senior Director of IT, OSRAM

“Radware’s ADC has been a 

major contributor to our year-over-year

success of providing web-based

mission-critical services to 

our customers.”

-  Michael Volyn,
Manager of Network Technology at DTCC



SSL Offloading
Offload server SSL processing with 
hardware-based SSL acceleration while 
ensuring continuous SSL service 
availability and transaction completion

TCP Multiplexing
Offload servers by multiplexing multiple 
browser connections over a single TCP 
connection to the server

Caching
Offload servers by caching Web objects 
and delivering them directly to the browser

Optimized XML Processing
Offload XML processing from servers 
through optimized XML processing

Web Compression
Reduce the amount of data delivered over 
the Internet with no client-side software or 
hardware required

Image Optimization
Automatically detect and align content 
size with end-user device capabilities and 
reduce image size 

TCP Optimization
Reduce “chattiness” of TCP and HTTP 
protocols

Bandwidth Management and 
Traffic Shaping
Align servers and network bandwidth with 
business objectives

Wireless TCP Acceleration
Accelerate service delivery in cellular and 
wireless environments

Application Performance Monitoring (APM)
Proactively monitor performance to 
pinpoint bottlenecks and troubleshoot

Proactive QoE Optimization
Global response time optimization in 
real-time

On Demand Capacity Allocation 
Reduce the amount of servers needed by 
aligning resource allocation with the 
business priority of applications and using 
a shared pool of resources or servers 

• Maximize server infrastructure 
 investments and create major savings 
 on server CAPEX, as less servers are 
 needed to serve more content to 
 more users
• Reduce server utilization and OPEX by 
 up to 40%
• Improve QoE increasing end-user and 
 employee productivity and satisfaction
• Guarantee highest SLAs

• Maximize server infrastructure 
 investments and create significant 
 savings on server CAPEX 
• Increase savings on OPEX by reducing 
 bandwidth costs, operational efforts 
 and supporting IT consolidation efforts
• Improve QoE increasing end-user and 
 employee productivity and satisfaction
• Realize the potential of Web-enabled 
 applications
• Speed content delivery by mitigating 
 Web-application latencies across the 
 WAN, including SOA-based environments
  - Boost application response time 
   by up to 500% and improve 
   download times
  - Reduces WAN bandwidth 
   consumption by up to 50%

• Extend the reach of business-critical 
applications to wireless & cellular users

• Increases application service levels 
while decreasing TCO 

• Ensure SLA compliance and improve 
QoE

• Increase savings on CAPEX and OPEX, 
improve QoE, and guarantee SLAs through 
improved and more efficient operability of 
physical and virtualized environments

• SIP/TLS support
• FIPS 140-2 Level 3 certified
• Up to 168-bit encryption strength
• Supports client certificate authentication 
 along with CRL, CDP, and OCSP validation 
• Supports all commercial Web servers and 
 backend encryption including passing 
 client certificate-derived information via 
 HTTP headers to the backend
• Multiple algorithm support5 

• Offload server CPU to perform more 
 processing by reducing the number 
 of connections
• Improve client response time by 
 offloading TCP connection handling

• Accelerate repetitive content 
 fetching time

• Accelerate XML and Web 
 services processing
• High-performance cryptography

• Automatically detect and employ 
 pre-configured compression for:
  - Any user type (e.g., PDA, 
   Smart-phone, broadband, etc.)
  - Any content type (e.g., JPEG, HTML, 
   PPT, DOC, XLS, PDF, etc.)

• Reduce image size by up to 1000% by 
 reducing object granularity
• Automatically detect and align content 
 size with end-user device capabilities

• Implement Internet standards for 
 improved user experience with faster 
 content delivery

• Class-based traffic shaping using CB-WFQ
• Predefined classes include over 40 
 common applications, Type of Service 
 (ToS) or Diffserv bits
• User-defined classification per any Layer 
 3-7 parameter or content (e.g., user, 
 application, etc.)

• Support wireless & hand-held clients (WTCP)
• Customize content delivery for mobile users

• Enable network-managers to identify 
 on-the-fly performance degradations as 
 they form and detect their root cause 
 with faster resolution times

• Best-of-breed response time optimization 
 through advanced load and proximity 
 measurements6 
• Utilize objective measurements, external 
 to the virtual environment, and 
 proactively take actions to ensure that
 SLAs are not breached

• Control the number of VM’s virtual 
 resource allocation 
• Measure KPIs based on real user experience

Feature The APSolute AdvantageBusiness Benefits

5 DES, 3DES, DH, DSS, MD5, RC2, RC4, RSA,SHA-1, and AES 
6 US Patent No. 6,665,702



The Challenges
As enterprises expose more applications and services to employees, 
customers and business partners, the risk of security breaches 
increases. According to CSI Survey 2007, 46% of respondents stated 
that their organizations experienced one or more types of security 
incidents in the past 12 months. In addition, almost one-fifth of those 
respondents further said they’d suffered a “targeted attack,” defined 
as a malware attack aimed exclusively at their organization or at 
organizations within a small subset of the general population7.

These security breaches inflict annual losses ranging from $100K in 
the mid-sized enterprise to several million dollars in large enterprises. 
These attacks compromise the availability and performance of your 
business, as well as the integrity of your sensitive data, damaging 
your business reputation and your ability to execute.

7 “CSI/FBI Computer Crime and Security Survey 2007”, CSI Publications, 2007

The Solution
Radware’s ADC solution provides unmatched, integrated 
application security to mitigate these security risks. It 
extends advanced, award-winning security services from 
Denial of Service (DoS) protection to Web Application 
Firewall to NSS- certified intrusion prevention. With this 
integrated feature set it provides automatic and accurate 
protection from a wide range of zero-day security threats – 
including DoS attacks, hacking attempts and rampant 
worms– before they bring down your servers and applica-
tions. Moreover, Radware’s application security provides 
immediate protection from emerging threats with no 
manual intervention to further reduce security operational 
overhead. This consolidation of best-of-breed security 
technologies results in significant CAPEX by eliminating the 
need to deploy standalone point-solutions.

Integrated, Secure Online Business Operations

DoS Shield and Behavioral DoS Protection
Adaptive behavior-based DoS protection for 
mitigating zero-day DoS/DDoS attacks without 
manual intervention

Integrated Intrusion Prevention
Protect a wide-range of applications from security 
vulnerabilities including viruses, worm infiltration, 
unauthorized access, theft of proprietary information, etc. 

Advanced Security Reporting and Auditing
Real-time visibility into network-wide security threats

Web Application Firewall
Ensure availability, integrity and confidentiality 
of sensitive Web application information

XML and Web Services Security
Protect Web services from security threats and 
ensure privacy and integrity

Mitigate SSL-Based Attacks
Completely block and report any unauthorized/ 
malicious intrusion attempts over SSL 
connections

Regulatory Compliance
The only ADC solution with Common Criteria 
certification

• Ensure business up-time 
 even under heavy attack
• Protect business reputation 
 with partners/customers

• Ensure business up-time 
 even under heavy attack
• Protect business reputation 
 with partners/customers

• Ensure business 
 continuity of 
 Web-enabled 
 applications

• Ensure Web 
 services continuity 
 and availability

• Increases customer 
 privacy and productivity 
 without compromising 
 on security

• Full compliance with 
 security regulations 
 and standards

• Zero-day, patented behavior-based technology:
 18 seconds from detection to elimination
• More than 1500 attack signatures out-of-the-box for 
 a wide range of applications
• Content, anomaly and behavioral based techniques
• Bandwidth management mechanism to squelch 
 malicious traffic to ensure availability for 
 mission-critical applications
• Security Update Service (SUS) for 
 up-to-date protection

• Identify and remove security threats prior to the outbreak 
 by blocking their propagation across the network

• Log and report e security events for forensics 
 and compliance

• No security performance trade-off and cost-effective 
 scalability ensuring consistent and predictable 
 performance levels 
• Secure Web applications from cookie poisoning, 
 parameter tampering, directory traversal and 
 other threats 
• Behavior-based protection providing automatic 
 adaptation to application changes with no need for 
 manual configuration

• XML DoS attack protection 
• SOAP attachment anti-virus scanning
• WSDL clacking to reduce Web services exposure
• XML message validation for conformance and 
 detection of potential XML vulnerabilities
• Web services admission control
• Identity management integration and administration
• WS-Security Support

• Protect against SSL/TLS-encrypted threats
• Protect against SSL/TLS-encrypted information leaks

• Common Criteria Level 3
• FIPS (Federal Information Processing Standards) 
 Level 2 certified

Feature The APSolute AdvantageBusiness Benefits

2 DNS, Triangulation (US Patent No. 6,249,801), HTTP/HTTPS redirection, RTSP redirection, Client NAT



Virtual Data Center Application Delivery
On Demand Resource Allocation
Service level agreements (SLAs) and quality of experience 
(QoE) are important metrics for businesses whether dealing 
with internal or external stakeholders. Guaranteeing SLAs and 
improving the QoE of end users are primary responsibilities 
entrusted to the care of the IT organization, which oversees IT 
service delivery. In a virtualized environment, this responsibility 
typically becomes much more complex: as hundreds or even 
thousands of different virtual machines (VMs) may share the 
same physical resource pool and therefore compete for the 
same resources. This in turn, only increases the level of 
difficulty involved in monitoring, controlling, and enhancing 
application performance. 

Radware’s VirtualDirector™, a part of Radware’s ADC solution, 
is an application delivery optimization solution for the 
virtualized data center. VirtualDirector provides real-time, on 
demand capacity allocation of data center resources based on 
business events to ensure positive user experience, improve 
response times and reduce the amount of servers. It aligns 
virtual data center operations with business policies while 
optimizing the usage of virtual resources to further increase 
savings on CAPEX and OPEX. VirtualDirector, which is fully 
integrated with VMware® Virtual Center, provides reliable 
visibility to the entire application even if it is deployed in a 
hybrid environment consisting of both physical and virtual 
servers, thus guaranteeing SLAs and enhancing the QoE.

Simplified Operations & Configuration
Virtualization creates a single, consolidated infrastructure 
which enables deploying multiple resources on-the-fly, so 
that adding VMs and removing VMs can take place easily 
and dynamically.  As result, while in the traditional physical 
environment provisioning of a new server would usually take 
up to several weeks, in the virtual environment the same 
server can be provisioned as quickly as within a couple of 
minutes.  As the ADC solution guarantees the availability 
and performance of virtual applications, there is a crucial 
need to adapt the ADC configuration with any configuration 
changes in the virtualization layer.  These changes might 
include adding a new VM to a virtual application cluster, 
removing it from the application cluster, or provisioning a 
new critical application.  Left unchecked, virtual application 
availability and performance could suffer degradation.  

Radware’s vAdapter™ transparently integrates with 
Radware’s Application Delivery solution to automatically 
ensure that any change in the virtual infrastructure (VI) -- 
impacting the ADC configuration -- is synchronized to the 
ADC in real-time without the need to manually configure the 
ADC or code any complex scripts.  

APSolute Integrated Management
All Radware ADC solution elements are centrally managed 
via an end-to-end GUI-based management system, which 
offers lowered risk and reduced total cost of ownership 
(TCO) and OPEX. The management system is composed of 
three elements:

APSolute Insite - 
APSolute Insite is a 
comprehensive, multi-device 
management system providing intuitive 
configuration and fault management, 
performance monitoring and statistics reporting, 
auditing capabilities and more.  APSolute Insite further 
reduces TCO and operational overhead by eliminating the 
need to deploy and manage standalone point-solutions. Even 
in the case of advanced deployments, Insite does not require 
scripting. In addition, it provides advanced capabilities such 
as scheduled configuration file backup, integration to 3rd 
party network management systems (NMSs) and proactive 
alert notifications.

APSolute API - APSolute API is a programmatic SOAP interface 
for device management allowing applications to control the 
network in real-time. The API guarantees SLAs by changing 
the configuration of Radware devices automatically, based on 
real-time application needs and decisions. APSolute API also 
reduces TCO by automating day-to-day maintenance activities 
such as enabling the development of targeted applications to 
address time-consuming administration hassles. 

Application Performance Management – Radware’s 
Application Performance Management (APM) module extends 
the capabilities of existing Radware deployments. It enables 
network-managers to analyze traffic in real-time and pinpoint 
the root cause of performance degradations to alleviate 
organizational “finger-pointing” and accelerate remediation. 
APM delivers a new level of application-relevant performance 
visibility to manage SLAs and reduce OPEX.

Extracting Greater Value from 
Your IT Resources and Investments
Radware’s ADC Solution ROI Highlights
 1. Eliminate cost of server & business application 
  downtime (0.7-2.5% of revenues*).
 2. Improve network and server utilization from 15-20% to 
  80% on average (through server and link optimization). 
 3. Offload server processes (SSL, Web services) to save 
  up to 95% of server capacity and reduce the total 
  number of servers needed.
 4. Eliminate cost of productivity losses due to slow 
  response time (0.3-1% of revenues*).
 5. Benefit from full investment protection and extended 
  platform lifetime with on demand scalability (up to 50% 
  savings on CAPEX). 
 6. Increase savings on OPEX through reduced electricity, 
  cooling and space costs through platform 
  standardization and an energy-efficient solution (up to 
  60% savings on OPEX).
 7. Obtain superior application delivery cost-effectiveness 
  with more than 8X better cost per TPS over a 
  5- year period. 
 8. Increase savings on CAPEX and OPEX by up to 40% by 
  reducing the amount of servers needed with on 
  demand, dynamic capacity allocation.

* Infonetics research 2006



Why Radware?
Radware, with more than 10 years of experience, is the industry 
leader in integrated application delivery solutions. Over 10,000 
companies worldwide use Radware’s award-winning APSolute™ 
application delivery solutions to ensure the full availability, 
maximum performance and complete security of their networked 
and IP-based applications. Virtually all major sectors including 

finance, education, manufacturing, retail, insurance, government, 
healthcare, transportation, services, wire-line and cellular carriers 
rely on Radware every day to reduce costs, drive business 
productivity, and improve profitability. Let Radware make your 
network “business-smart” so you can also get the greatest 
value from your business and IT data center investments.

Certainty Support
Radware offers technical support for all of its products through the Certainty Support Program. Each level of the Certainty Support 
Program consists of four elements - phone support, software updates, hardware maintenance, and on-site support. Radware also has 
dedicated engineering staff that can assist customers on a professional services basis for advanced project deployments.

Learn More
To learn more about how Radware’s integrated application delivery solutions can enable you to get the most of your business and IT 
investments, email us at info@radware.com or go to www.radware.com.

© 2009 Radware, Ltd. All Rights Reserved. Radware and all other Radware product and service names are registered trademarks of Radware in the U.S. and other 
countries.  All other trademarks and names are the property of their respective owners.

Performance Leadership

On Demand Application Delivery  

Best Tailored ADC for Next-Generation 
Data Center Requirements

Best Operational Tools 

Dedicated Focus on 
Application Delivery

• Best performance for addressing enterprise and carrier requirements – current and future

• On demand scalability in throughput and services
• “Pay-as-you-grow” approach ensuring full investment protection and minimization of 
 initial investment 
• Scalability without forklift upgrade

• Superior support for SIP, SOA, virtualization and business applications including 
 Oracle, SAP, and BEA 
• Unique global solution
• Best-of-breed integrated security 

• State-of-the-art central management & in-depth application delivery visibility 
• Application Performance Monitoring (APM) for proactive performance troubleshooting 
 and faster resolution times
• Best out-of-the-box capabilities without any programming

• A well-established player in the market, entirely focused on application 
 delivery solutions
• All services including support, installation and training are available from Radware

Leadership Strength Summary
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